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RFID, Proximity & NFC
2 BT EIXEARNE
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« BT RERIEA: LF (120-150 KHz), HF
(13.56 MHz), UHF (433 to 900 MHz)
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http://blog.nxp.com/near-field-communication/from-bricks-to-brains-mobile-phones-and-the-evolution-of-nfc/
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The Internet of
Things

PHYIER B (1oT)

Exhibit 4: loT emerging as the next mega-trend
Internet subscribers over time

Note: y-axis is on a logarithmic scale
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2012 2016

2020

Source: IDC, Ericsson, Goldman Sachs Global Investment Research.
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[Tap to login ] n““ |

[ Tap to share ]

Tap to VoD,

pay, coupons _
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[Tap to pair ] Tap to share ]
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NFC i AR—51

- JEEEAA IR

- T{EME : 13.56 MHz

- ¥E{EEEE: 10 cm

. B KEZ: 848 Kbps (106 Kbps)

. tnE{E ISO/IEC, ECMA and ETSI.

- FAWFAISO/IEC 14443 1 FeliCa FEHEfAER

BRerMRERRE

- B, REUMRN R o EE - &2 E05E

3

- RE, TEMNBES - Wi-FilieXd
- NFC Forum 2# 1D nEERRR Em T EAR
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NFC BEARX EE=8/1% HoEE AT

1. Power
The RF field oscillates at 13,56MHz.
The card is powered through the

electromagnetic coupling
T ._?{Kﬁu. V:j""i RFID READER
w l':.f! =N <
T I rrr

RFID
TRANSPONDER

2. The Reader sends commands i IR OC TRANSCEIVER PASSIVE TAG
NFF: The Reader modulates its RF field to send
(RDevg:e) commands @ uC \
eader

- -4

3. Answering to the Reader

By modifying its consumption, the chip
modifies the RF field, which is detected by the
Reader (Load Modulation)

S M

- |
i R,

MODULATED REF FIELD

y
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\S
2% "
o(\ce"‘e Ode
1. The Initiator generates the RF field a“\e"’ 6\“\“\\
This field is used to exchange the data. Both Initiator and S ed
Target are powered internally
000
Initiator Target
2. Sending commands
NEC Device The Initiator modulates the RF field to send commands NFEC Device
HUIE ﬁ
3 - ﬁ’ S
L,.— vl

3. Target answers
Similar to the card case , the Target will use a “backward
Modulation” to transmit its answer.
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RN RAR BERI

1. The initiator sends its commands
The initiator generates his own field, and use it to send
its commands. The field is cut once the command is sent

- _ .

Initiator W 3 :R““‘\J}“;%Ps Target

NFC Device R NFC Device

2. The target answers
Once the initiator has stopped emitting RF field, the

Target starts emits its own RF Field and use it to transmit
its answers back.

fa
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NDEF — 37 #1235

NDEF message

Record 1 Record 2 Record 3

Header Payload

Payload example
NFC Forum Well-Known Type [NFC RTD]
— Ox01 : http://www.
— 0x02 : https://www.
— Ox05: tel:
— 0x06 : mailto:

Internet media-type (MIME) defined in RFC 2046
— Imagel/jpeg, text/html

/

= NDEF NFCIZ&ZAITSEMERR
AL
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NFC M~ %5

MARBENFCIRER AT R
NXP A BENFCHRS B ZNFC ForumEXE’JRF O,

Field detection

EEPROM 7Ff#28 - SB#iIAUNINEE (NTAG F) S&ESIC ##O&E 0))) e s i i o et
FHBWIATTNINEE (NTAG 12C).
NFC BiismfR R A xR
NXPHIT#H A LLTT 48 FANFC Reader Library, 2 Rt INANFCI) [j
BB EM—Fh A ( frontend  — Mirocontroler _ Applcaton/,
S0 Pz, ek ™ o)
NFC £l 22 R A = Integrated Firmware
NXP NFC#z %IJE&FJU:'%E%ETE? BE, AENFCRIImFILIH
Jos
R332 BN 1l 28 'j (( m&fg:mmx NCI mm
R AEfimware, EFEAMIELED - RERLIK ©
MZEF O NE F SN AN O RE T 2 Cu Irnwalre
E NFC controller with
o0 ( H e
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PN7150 &N
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- Bluetooth, Wi-Fi, ZigBee
- REBBE{EILE

T At

- TANEERIRE, BT
XA+

- SMBFPRNBREBRIVOD A%
248 e A\

- BENDANEA
PO

- BUEEFIERE

- HEEHM~mpEm
HIFPEE

- WEEZ T =1 B

- EHE#H
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Set top box/Smart TV

loT home gateway




Key Technical M
Category features features Position Benefits

PN7150 - &4 E€NFCRIFHEGEEIRAA =
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Key
Category features

Technical Markets & Demo
features Position Benefits board

eIy

Linux NFC ZB¥g—

NFC Application

Interface Layer

libnfc-nci Core  |ibnfc-nci

Hardware Abstraction Layer

User space

Kernel space
PN5xx 12C Driver

Hardware NXP NCI NFC Controller

« The whole stack will available on GitHub for Product Launch
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https://github.com/NXPNFCLinux/linux_libnfc-nci

Technical
features Position

‘ Category I‘Kez¥ures
Android NFC 224
Android app using NFC App layer (Java)

NFC service
NXP extension

Java Native Interface (JNI)
NXP extension

NFC Controller Interface (libnfc-nci)
X Native libraries (C/C++)
NXP extension

Other NCI HAL

NXP NCI HAL
Kernel API
PN5xx 12C Driver

Linux kernel drivers (QC,GPIO..)

NXP NCI NFC Controller

Linux kernel

Physical interface

27 PUBLIC USE

Markets & Demo
Benefits board

NFC service: API within the Android framework that
provides access to the NFC functionality.

JNI: Glue code between Java classes and Native
classes (written in C/ C++)

Libnfc-nci: Native library providing NFC functionality
for which extension is added to support NXP
proprietary features

NXP NCI HAL: NXP hardware specific implementation
supporting full capabilities

PN5xx_12C driver: kernel module allowing to access
NXP NCI based NFC Controller hardware resource.



Windows NFC Z2#3

28

PUBLIC USE

Applications

User-Mode

‘ Service

UMDF Driver

Key Technical
Category features features Position
CPL Proximity App Smart Card App
4 A A
v
NFC P;“'T'ty
Radio DDI 22IvIes
insasmaiNEP DD GRSk
\ 4 l SCDDI
NFC Driver <

Kernel Mode

...............................................

Hardware

Power

Management
Framework

IRQ

NFC Hardware

Markets &
Benefits

Demo
board
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NDEF library

| casgory ||

Key Technical Markets & Demo
features features Position Benefits board

Application

NFC library
NXP-NCI

TML

(Transport Mapping Layer)

{NXP-NCI} module offers high level NFC API:
Connection and configuration of the NFC controller
= Start of the NFC discovery

= Wait for NFC discovery

= Process the NFC discovery

{NDEF library} module is composed of independent sub-

module:

v {RW_NDEF} implements NDEF extraction from NFC
Forum tags (all 4 NFC Forum defined tag types)

v {P2P_NDEF} implements NDEF data exchange with P2P
device (over NFC Forum LLCP and SNEP protocols)

v {TAT_NDEF_emu} implements NDEF message exposure
through card emulation (NFC Forum Type 4 Tag protocol)

{TML} module brings HW abstraction to NFC library (abstract
how the connection to NFC controller IC is managed).



NTAG I2C plus — FmE A4

30

RFIE

4

YV VYV ¥V ¥V ¥V V VY VY V

P B 50pF 14 L2

888 11,912 bytes il T"NDEF {5 E.#% = (based on
EEPROM)

32-bit RS H T ORY EFALI A A7 ER A
A PR AI2C 3 0 A 77 [ R AR LR
64-byte SRAM 2217

¥4 Pass Through Mode

% h B B Energy harvesting#i !

HLE I 1.67 V to 3.6V

Pk E 84

YHFECC JEAE A

TAE#RE: -40C, +105C

EHEO

PUBLIC USE

I12C Slave 100/400 kbit/s

> il 51

Technical
features

S RFHIRFIMY

> ISO/IEC 14443 Type A
> NFC Forum Type 2 Tag

%

> XQFN8
> TSSOPS8
> SO8

-

Data

A
Energy
—

tag

Energy

-

Field detection Data
—>
Energy
~

Micro
controller
Harvesting

~

j
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Key
features

7P EY e

Generate current and voltage at the Vout pin to power external devices like a MCU from the Energy harvested out of
the RF field

Class 5 antenna with NFC reader

. Energy Harvesting - Vout min. @ Load Current 12-3]V @ [1-7]mA

— 3 1mA
> 2mA
-'5' 2.5 3mA
(@) —_— —4mA
>, 7/ —5mA
—6mA
1.5 —T7mA
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
H - Field (A/m) = - A" SRR
| (2.2Vv=3V) H — \
. . I | !
Performance highly dependant on various parameters | | ! o lod sl |
. Field strength Implementation recommendation R e {10 1| |q > adll
_ available ip the datasheet i oo |
- Antenna size & geometry (readers/tags) i .
I o T
|

- Reader power (NFC phone vs NFC reader), also large spread ¢ M — [ W e ;

w07 1055

N
epnipany PYBHE YUSE 4
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Key
features

Pass-through #£x

ETES FHEHRIZEMIESRAMER, AlLIETITH RSB IHT

S—_

ZA0IHTT

B RBREE R THIES R
- ETEEPROM, E & FRAMAIEMEILIL
. AEN XS EFRFAST READ #1 FAST WRITE {85 el iR:ELSRAMEFIRE

« FAST READ ¥4
- AR AYiE#EST 16 bytes

« FAST WRITE command
. AI—RE AL SRAM £7F (64 Bytes)

. tntt
- NTAG I2C plus LEINER NTAG I2CHE{E

- ~ 4kBytes/s

eompany PYBHE YSE
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Key
features

HE R

RF and I12C access

Un-protected
memory access

EEPROM

READ & WRITE

-4

WRITE Protection
Or
READ & WRITE
Protection

After 32-bit
password
authentication only

RF/NFC protected \ -

memory acCcess \

Protected memory access rights can
34  PUBLIC USE be set independently between I°C
and RF
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S B MAINFCIR TR F Bo X

BT module

Both NFC tag and
BT module should
] match for pairing

Initialization of the ,.
U pairing data [

5
Get Encode

pairing pairing Separate NFC tag (inlay
24/) data data or on PCB)

BTH#&R IR NFC T2 ARRA MK E, Z B TTEE
« ZRBIUNFCIEEZRUNFCInZIATTHIA1E
« WARNEERE—H
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Bluetooth BEXT, i BINTAG I2C plus

BT module

BT module

e

BT device

A
L
=

Initialization of the

1J,/ BT module
Direct

ij configuration of
the NTAG 12C
pairing data

NFC O FBT 2RI VIBIEE S E

« {5l30_EEboot up, IEFER OB ENTAG I2C plus
* NFC InZ ¢8R {E LR BIR B EK

« TEEXIE B AL EE X P
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NFC TECHNOLOGY HUB

Your source for everything NFC

- Latest news

- Latest product news

- Technical NFC Community
- Downoads

- And more to discover...
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NXF  |dentification and Security ~ NFC and Reader ICz = NFC Technology Hub <

NFC Technology Hub

Near Field Communication is hot. In today's increasingly
connected world, this simple, intuitive technelogy lets you
interact securely with the world arcund you with a simple
touch. NFC is available in hundreds of millions of
smartphones, tablets, and other consumer electronics, with
new devices arriving almost daily. We are convinced to see
NFC everywhere very soon, This hub gives you technology
insights as well as the latest news about NFC solutions
from NXP.

With NFC being a specialized subset of RFID, also check out
our dedicated RFID tec 0 .

NFC News

With just a tap, new purchases can perform service
discovery, connect to the home network, or pair with other
components, such as high-end speakers..

With NFC (PNB6T) in your phone and wearable, you can
securely preload your fare into the phone with an instant
oniine purchase..

NFC Products

When adding NFC to a system, there are three options to
choose from: NF ds, which provide just the NFC
function, NFC ¢ sllers, which combine the NFC frontend
with a microcontroller, and NFC ected tag ICs, which
are passive microchips used in smart NFC tags. We have
released new products in all categories ushering in a new
era in the evolution of NFC to bring intuitive proximity
technology everywhere

! (- High-power NFC frontend solution

N746Z: NFC Cortex-M0 microcontroller offering high
performance and low-power consumption
2. NFC Forum Type 2 Tag compliant IC with
FC interface

Featured Videos History of NFC

e i oA t=t

In 2002, NXP and

@ everywhere

NFC Commissioning for Smart Homes (02:11 min)

Design Resources
NFC Knowledge Base
NFC Applications

[=] Documentation

& ere e end 8

NFC for embe
the Internet of Thin

NFC Product pertfoiio (8

NFC Support
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NTAG I2C Plus Features

- NFC Forum Type 2 Tag (will be possible to certify)

- Dual interface

- Either 888 or 1912 Byte EEPROM
- Energy harvesting functionality to power external device
- PIN to PIN outlines & fully backward compatible

- NFC & I2C (100 & 400 kHz) interface
- 50 pF input capacitance

Micro
controller
gy Harvesting

geteclion  pat,
—
Energy

What's NEW?

- Pass Through Mode performance increased by factor 4 in NFC to 12C with FAST_WRITE command to SRAM
- Authentication: Originality signature based on ECDSA (compatible with the NTAG 21x(F) family)

- Access protection: Optional 32-bit password on the full EEPROM and the SRAM buffer

- SO8 package & XQFNS8 package (1.6 x 1.6 x 0.5 mm) & TSSOPS8

- Increased Compatibility with legacy NFC devices (SRAM and CONFIG on sector 0)

42
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NFC Commissioning Solution

External
supply

v

€C

FO |l

Ppees—— = o4

» For power management, the whole system may be powered up upon Field Detection
« FD is asserted low when the field is detected; PMU receives interrupt, switches V- on NTAG and uC; uC activates 12C
« Alternatively, V1 (harvested energy) may be used for low power devices as source of power.
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PN7150 vs. PN7120

RF driver supply voltage

Card Emulation mode

Package

Load Modulation concept
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2.7Vor3.3V

2.7V...4.75V

NFC forum T4T - ISO/IEC A&B

NFC forum T4T - ISO/IEC A&B
NFC forum T3T - FeliCa

VFBGA49 ’

HVQFN40 Q

Passive Load Modulation

Active Load Modulation

More output power to work with smaller
antenna or better performance

Enable FeliCa use cases
(Japan, HK, Singapore)

Decrease PCB manufacturing cost
(e.g. no microvias)

Allow decreasing antenna size with
same RF performance in Card
Emulation and passive Target modes

\r
4\
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